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FileMaker Admin API
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FM-Admin API Tool

Admin API Tool
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Database Server

Authentication

username QO use Basic Auth

Basic Auth or JWT | password
(used for requesting —
access token)

Public Keys
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Schedules

O use JWT

Request Access Token m

PHP/XML/xDBC
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Web Publishing Engine

expires

token

License

= https://github.com/SoliantMike/FM- B —

FileMaker Client Settings

Admin-API-Tool

SSL Certificate

Invalidate Access Token m

Update Admin Console Account

new username

new password
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FileMaker Admin APl Reference
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> [@ Documentation
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Authentication v
Request Access Token

& hvalidate Access Token

Database Server >
Databases >
Client Management >
Schedules >
PHP >
XML >
ODBC/IDBC >
FileMaker Data API >
Web Publishing Engine >
License >
Notifications >
External Authentication >

22 API docs by Redocly
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Request Access Token

Request an access token from the host using the root administrator account name and password or

a PKI token.

EADER PARAMETERS

— Authorization
required

Responses

> 200 OK

@

string

To use the Basic Authentication scheme, include an Authorization header
with the value Basic <base64-encoded string> . The base64-encoded
string should be generated based on username:password.

To use the PKI Authentication scheme, include an Authorization header with
the value px1 <pPrI-token> . The string should be generated by the
FileMaker Admin API PKI Authentication scripts.

 If you use the Basic Authentication or PKI Authentication scheme for
the Authentication endpoint, the request returns the JSON Web Token
in the response body.

 If you use the Basic Authentication or PKI Authentication scheme for
other endpoints, the request returns the JSON Web Token in the X-FM-
Access-Token field in the response header.

« For subsequent API calls, use the Bearer Authentication scheme and
include an Authorization header with the value Bearer <Json web

Token> .

Note: Each time you use the Basic Authentication or PKI Authentication
scheme to get a JSON Web Token, a new API session is created. To avoid
having multiple API sessions, use the same JSON Web Token with the
Bearer Authentication scheme for all API calls.

" V R TN ~ -
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POST

/user/auth

file:///fmi/admin/api/v2/user/auth

Content type

application/json

"response":

"token":

}o

"messages”:

]

+ { .}

{

[

Copy Expandall Collapse all
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Authentication v
Request Access Token

& hvalidate Access Token

Database Server >
Databases >
Client Management >
Schedules >
PHP >
XML >
ODBC/IDBC >
FileMaker Data API >
Web Publishing Engine >
License >
Notifications >
External Authentication >

22 API docs by Redocly
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Request Access Token

Request an access token from the host using the root administrator account name and password or

a PKI token.

EADER PARAMETERS

— Authorization
required

Responses

> 200 OK

@

string

To use the Basic Authentication scheme, include an Authorization header
with the value Basic <base64-encoded string> . The base64-encoded
string should be generated based on username:password.

To use the PKI Authentication scheme, include an Authorization header with
the value px1 <pPrI-token> . The string should be generated by the
FileMaker Admin API PKI Authentication scripts.

 If you use the Basic Authentication or PKI Authentication scheme for
the Authentication endpoint, the request returns the JSON Web Token
in the response body.

 If you use the Basic Authentication or PKI Authentication scheme for
other endpoints, the request returns the JSON Web Token in the X-FM-
Access-Token field in the response header.

« For subsequent API calls, use the Bearer Authentication scheme and
include an Authorization header with the value Bearer <Json web

Token> .

Note: Each time you use the Basic Authentication or PKI Authentication
scheme to get a JSON Web Token, a new API session is created. To avoid
having multiple API sessions, use the same JSON Web Token with the
Bearer Authentication scheme for all API calls.
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——> POST

/user/auth

‘ fite:##/fmi/admin/api/v2/user/auth

Content type

application/json

"response":

"token":

}o

"messages”:

]

+ { .}

{

[
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Authentication >
Database Server v
Get Server Metadata

Update Admin Console
Account

Update Server Name

Get Server Status

Update Server Status

Get Server Security Setting

Update Server Security
Setting

Get Server General Settings

Update Server General
Settings

Update Server Progressive
Backups Setting

Cancel currently running

@ APl docs by Redocly
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— Authorization string

required . . . . . .
To use the Basic Authentication scheme, include an Authorization header

with the value Basic <base64-encoded string> . The base64-encoded

string should be generated based on username:password.

To use the PKI Authentication scheme, include an Authorization header with
the value pPk1 <pPKI-token> . The string should be generated by the
FileMaker Admin API PKI Authentication scripts.

 If you use the Basic Authentication or PKI Authentication scheme for
the Authentication endpoint, the request returns the JSON Web Token
in the response body.

« If you use the Basic Authentication or PKI Authentication scheme for
other endpoints, the request returns the JSON Web Token in the X-FM-
Access-Token field in the response header.

« For subsequent API calls, use the Bearer Authentication scheme and
include an Authorization header with the value Bearer <Json web

Token> .

Note: Each time you use the Basic Authentication or PKI Authentication
scheme to get a JSON Web Token, a new API session is created. To avoid
having multiple API sessions, use the same JSON Web Token with the
Bearer Authentication scheme for all API calls.

| Content-Type string

required . . . "
4 Value: "application/json

Only accepts 'application/json'.

EQUEST BODY SCHEMA:  application/json

Admin Console account parameters

— newUsername string

 red .
require New user name for Admin Console.

—| newPassword string
required

New nassword for Admin Console.

@ Clariskr

—— ; | e

-
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Request samples

Payload

Content type

application/json

n

"newUsername": "a

r
"newPassword": "a", E I
"currentUsername": "admin",

"currentPassword": "admin"

Response samples

200

Content type

application/json

Copy Expandall Collapse all

- "response": {

"newUsername": "a",

"newPassword": "a

b
- "messages": |

+ { .. )

#ClarisEngageJP
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m o9 XAy F (GET. POST, PUT. PATCH. DELETE)
= /YR (/fmi/admin/api/v2 T 3)
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FileMaker Admin AP| {EFBFIIE

" A4 VBT IR =9 2R3

= Admin Console EEBEHED1L—YHZ E /YR T — R & {EH
= W5 LE=72€X =2 (AdminAPI b—2 ) ZBVWTUE%ET
" PR =7 DEMEL (ATT Y FLEZEET)
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AJ4 8

B YWRELBTHI VMR ENRT—F2HWTBaseb4L O — F X %ZERLT
Authorization~Ny X — &8 2 Z & CREEA ] BE

" ThIV MR ENRT—FDORICIT [:] ZEN
" Thov b&ED [guest] . /YRX7—FH [sample-password| DIFE
Authorization: Basic Z3VIc3Q6c2FtcGxILXBhc3N3b3Jk
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A1 >URLDOH

= https://example.com/fmi/api/v2/user/auth
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curla~< > FETH

= curl https://example.com/fmi/admin/api/v2/user/auth -X POST -H "Authorization:
Basic Z3VIc3Q6c2FtcGxILXBhc3N3b3Jk"
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curl
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" [URLADEA] RZYUTZ7FRTv7TCURLFA T 3~ ZiREIHE

NS T

l (()) Claris Engage Japan 2023 SelarisEngage P

BEERCRVWVEBOALBIChZ,

=

:JL\\I_- B MU 1A L B B/ F N/ B @ OFE ]




curla<y FETHI

= curl https://example.com -X POST -H "Authorization:
Basic Z3VIc3Q6c2FtcGxILXBhc3N3b3Jk"
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curla~< > FETH

= curl https://example.com/fmi/admin/api/v2/user/auth -H "Authorization:
Basic Z3VIc3Q6c2FtcGxILXBhc3N3b3Jk"
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curla<y FETHI

= curl https://example.com/fmi/admin/api/v2/user/auth -X POST -H "Authorization:
Basic Z3VIc3Q6c2FtcGxILXBhc3N3b3Jk"

-H: UJITARANYH—
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curla~< > FETH

= curl https://example.com/fmi/admin/api/v2/user/auth -X POST -H "Authorization:
Basic Z3VIc3Q6c2FtcGxILXBhc3N3b3Jk"
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L XA XI1FJSON

{

"response: {

"token":
"eyJhbGciOiJIUzI1NilsInR5cCIl6lkpXVCJ9.ey)zaWQiOiJjYzIiNzFjNy1IYTQ4LTQ3YmYtYjgwNiOOZmMyMjZjNzY1YWYILCJpYXQiOjE20Tg1NjA
5MDN9.A8BrlI-hhXiNTUwhlkulEGtuXkgc7VnYiwB0OcdR9EZ0"

5,

"messages": |

{
"COde": IIOII’

Iltextll: IIO Kll
}
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curla=y FET

u curl https://example.com/fmi/admin/api/v2/databases -H "Authorization: Bearer
<JSON Web Token>"

curl https://example.com/fmi/admin/api/v2/databases -H "Authorization: Bearer
eyJhbGciOuJIUzI1NilsInR5cCl6lkpXVCJ9.eyJzaWQiOiJjYzIiNzFjNy1lYTQALTQ3YmYtYjgwNi00ZmMyMjZjNzY1YWYi
LCJpYXQIOJE20Tg1NjJASMDNO9.A8Brl-hhXiNTUwhlkulEGtuXkgc7VnYiwB0OcdR9EZ0"

RsULlc77tA =7V =FH

#ClarisEngageJP

(() Claris Engage Japan 2023

AEBERCNWVET AL LCHZ.



Demo
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Admin APl T HFEREZE AWLWTERT 57k
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PKI (Public Key Infrastructure) : \FISEPEEESR

FileMaker Server 19.6LAf%F TPKIFREEZ Y7 — k
PKI& (3RS AR ICED  EFFRETORMTELE

F—77MNV%EBYEEISET I & TAdmin ConsoleDEIE/NR 7 — R #E#DE Y4 ERM
THETHIRELNLGL LS

l (()) Claris Engage Japan 2023 (R

BEERCRNWVET AL LCHZ.

L\\I AR 1YL ML I AT e



sF1l (ZAdminAPl_PKIAuth 7 + )L X ADOREADME % £ 88

\

[@ FileMaker Server
> [@ Tools
> ¥ AdminAPI_PKIAuth
> = README.txt

\ — ; —
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A7) 7 F DEFTICIZPythonh i E

" RS & LCTpython3XPpip3a= FZ2FEICEZB LD ICLTELS HELH S
» 22717 FAZETssh-keygena=< > FXopenssla< FZEUHE LTWAERRAH S
n 27 U7 bR EZEBEITNIZPythonlIFE
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RARIVTMDETICHDELRFATIVHA VA=

m ETH (Ubuntudig&lda<=y FHHE S O TEFMIC DLW TIE REAEME.txt 22 08)
% pip3 install pyjwt
% pip3 install cryptography

% pip3 install requests
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fmadminapi_pki_token_example.py

[@ FileMaker Server
> [¥ Tools

> ¥ AdminAPI_PKIAuth

> *» fmadminapi_pki_token_example.py

\
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X—7 7A4ILDERK

% cd /Library/FileMaker\ Server/Tools/AdminAPl_PKIAuth/
% python3 fmadminapi_pki_token_example.py

Enter private key file path:

Generating public/private rsa key pair.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in demo

Your public key has been saved in demo.pub
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Claris FileMaker Server 2023F10A17H XEEH 02:59 [REASN A8 vrv7yr

vy aih—R F—HIR—R ANR7 AV 45 ORI 5 =il a4
=g =i
AV ZADEE, Admin Console 71U Y NDEE, FileMaker Admin A—HEZELVP/INRAT—NK
API /XD Yy o x— UV EIHIR, BEEEDORIODER, NPLRIALDE
BREDY—N\—DEBY AV ZEITTEXI, TOF¥T%Z0')voULT 1—H4% USERNAME 5@
INSDREZEBELTLEZL,
/\ox,j_ I\\\ dkkkkkkk g%

=] FileMaker S/t X FileMaker Admin APl /X7 U v 7 %— (@

N EEE | xTuvor—zem || MR
e2L:1] EMEncBM R&77 R
3 P EREIR

NTVYIF—DHBDEEA

D EEEORE

HMERRALE

—_— - =71l e 2 L A Il —P
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Admin Consolelli&E® T 5/57 ) v 7 F—DARB =R

----- BEGIN PUBLIC KEY-----
MIICIjANBgkghkiGOwWOBAQEFAAOCAg8AMIICCgKCAZEAIuQOjfk4eT)d7qde7BON
talVAARWEgRannOK6rSwmhhMSTbpuiXeWZvZU2PgDi3u56BdT96fXGb+02PeYq5b
/ejNMUI3zqlKs43iXZIT3bgEOdpRzZVhYmUG7hjpgGBdGtp0XDaiLBKo8xyloLdOj
(BE)
k50Mi5I0R6rbud2K0koxzqlaQYPUggnTAWelKSyv9h6+haYEHxvSLQL/mzMulQBK
4)54upcDSAA8whepaGxwc4dcCAWEAAQ==
----- END PUBLIC KEY-----
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Claris FileMaker Server 2023910A 1708 KiEH 02:59 SIS A8 v1v7yr

w3 ah—R F—HIR—R ANR7 AV B AR5 B a4
sy TR
SAEVADEE, Admin Console 7 h 7Y N D&, FileMaker Admin A—HZELVPI/IXAT—R
APIIXT Uy O x— FUEAFIR, BEZFORIOEE, NPFRIALDOE
BREDY—N—DEBIRXJZERTTEEXI, TOF¥TZ27)vI LT 1—H4% USERNAME 25
INSDREZEBELTLEZL,
/\OX ,7_ I\\\ *hkkkhkkkk EE
=] FileMaker 51> 2 FileMaker Admin AP1 /X7y 7 %— @
2@ E INTY) w2 —%3EN HIIBR
Z i BinEhicBfat BR7ItEX
7)) PO EREIR
BIRKREREF— 2023/10/17 03:10 RIE v
N EEEDORE
%—ﬁfj
=] ANERFREE
INTV YT F— BEGIN PUBLIC KEY-----

MIICIJANBgkghkiGOWOBAQEFAAOCAg8AMIIC

CgKCAgEAIuQOjfk4eTJd7qde7BON
taVAARwWEgRannOK6rSwmhhMSTbpuiXeWZv

e ][#vytw

XIAFO0/0

& Claris Engage Japan 2023 #ClarisEngage P

BEERCRNWVET AL LCHZ.




PKIF—2 v DOEUS

% python3 fmadminapi_pki_token_example.py

Enter private key file path:

Enter expiration time in days (defaults to 1 day from now):
Name of public key on FileMaker Server Admin Console:
Enter passphrase (empty for no passphrase):

Token has been successfully written to demo.txt

% cat demo.txt
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curla=y FET

u curl https://example.com/fmi/admin/api/v2/user/auth -X POST -H "Authorization:
Basic Z3VIc3Q6c2FtcGxILXBhc3N3b3Jk"
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curla=y FET

u curl https://example.com/fmi/admin/api/v2/user/auth -X POST

NS T
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fmcsadmin

s Iy CHELE-OASFZA4Y—
" JE—PFPEEBLOLHETETFCE TN

= Apache License, Version 2.0

= https://github.com/emic/fmcsadmin
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fmcsadmina = > F Z2{E - 73155 O E{ERESRH

% cd /Library/FileMaker\ Server/Tools/AdminAPl_PKIAuth/
% fmcsadmin list files

filemac:/Macintosh HD/Library/FileMaker Server/Data/Databases/TestDB.fmp12
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F Lo

Y —N—FHETOILRME & XiNEZ2IRHET 5 FileMaker Admin APl ZFfJFH95Z & T
BRVCHEICIG U= —IL 2R EE

B EIN—= g DB T AR LT INB I DA Z VWD TEFERE 2R T HET

= FileMaker Server & FileMaker Cloud THIHTZ 3eEICH WLV TEL S 2h —ETFE

—
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FHEURL

FileMaker Admin APl /4 F
https://help.claris.com/ja/admin-api-guide/

AL X7 LH o Claris FileMaker Cloud (Z3E5 9 2BICHI > THE LKA~ b
https://youtu.be/BIAj0ZwymWc?si=K4AWhm7kmMNZHf8ff
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